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DDoS Data

Sighal to Noise
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Largest DDoS Trend shift 2025
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Largest DDoS Trend shift 2025

B HTTP DDoS attacks [ L3/4 DDoS attacks

25M
205 M
20M

15M

10M

DDoS5 attacks

5M

oM

2024-Q2 2024-Q3 2024-Q4 2025-Q1

Quarter
NBIP ¢ 11juni 2026



DDoS attacks

Largest DDoS Trend shift 2025
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 Scary Metrics




Scary Metrics
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Scary Metrics
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SIGNAL-TO-NOISE - SIGNAL

Attack events stand out from the noise




SIGNAL-TO-NOISE - BETWEEN THE PEAKS

Most attacks are small and go unnoticed
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Attack Profiles
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Attack Profiles

Duration Distribution
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NBIP
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8/10 attacks will be multi-vector
7.5/10 attack vectors will be UDP based

7/10 UDP based attacks include DNS Amp
8.5/10 attacks will be <500 Mbps

8.5/10 attacks will be <100k PPS
8.5/10 attacks will be <10 Min




Trends 2025

Scary Metrics

ion

Protect



- The acronym to live by
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Pain is often not fully preventable
Reduced performance should be considered
Reduced accessibility should be considered

Additional costing should be considered



NBIP
How to prepare

Know your application
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o Example

The bad

Spoiler alert - this broke other things
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o Example

The bad
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1 Normal TCP Session Initiation

Target initiates an outbound connection.
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2 Normal TCP Handshake — Response
The server responds with SYN/ACK via the Anti-DDoS.
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TCP Reflection Attack — Amplification
Attackers spoof the target’s IP and send SYN packets.
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o Example

The good
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Bad Actors

Bad Actors
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* UDP Application
* Customerowns the client application
* Provides byte matches in advance

IP Custom Payload

20 bytes X bytes Variable




Bad Actors
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NBIP
How to prepare

Break glass incase of emergency
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