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LON2 Tech Refresh Success

Manchester

Building 1Tb+ readiness for
Manchester

Operations and Maintenance

Operational Issues, planned
maintenance and route
server updates

Internal Developments

Security, Al and operational
efficiencies



Transitioning from Edgecore/
IP Infusion to Nokia SR Linux

LON2 Tech Refresh
Success
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Infrastructure Evolution

-

\_

Legacy Infrastructure

Successfully decommissioned retired
hardware platforms

 Edgecore 7712-32-X
 Edgecore 5812-54-X

Running OcNOS software since 2018

~

/

/ New Plaiform \

Standardized on the Nokia 7220 IXR-D
family

» « D2, D3, and D5 platforms deployed

Full coverage across all LON2 sites — alll
sites support 10G >> 400G

\Advonced telemetry-driven opero’rionS/

NO<IA



LINX126
Plattorm Capabilities

IXR-D2L IXR-D3L

2.0 Tb/s 3.2Tb/s

48* SFP28 (1/10G) 32* QSFP28 (100G)

8* QSFP28 uplink//ISL 4* 10G breakout mode

connectivity (100G)

2*10G SFP ports on each for monitoring/probe connections

IXR-D5L
12.8 Tb/s

32* QSFP-DD (400G)
2*100G/4*100G
breakout mode
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Migration Steps

Pre-Build of Nokia Network

Complete parallel build at
each site of new topology
(Nov-Dec ‘25)

NNI Turn Up

Interconnect between legacy
Edgecore and Nokia platform
(Dec ‘25)

2

Soak Period

Extended stability testing over
the Christmas Period
(Dec ‘25 - Jan '26)

Migration

Final member transition to new
platform over 6 maintenance

windows(Feb ‘26)
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LINX126
Migration Execution (1)

*  Maintenances spread out over 3-week period

$%

« Telehouse North 2 used as inifial pilot site for migration

«  Remaining maintenances migrated mulfiple sites per maintenance with separate
teams at each site, and multiple remote engineers responsible for configuration deploys
and verification

« Separate maintenances for the 2 largest sites at the end (Equinix, Slough and
Telehouse North)

« Traffic across NNI closely monitored during migration window
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Migration Execution (2)

In house NCA Automation platform utilised to allow for efficient bulk migration of

members.

140+

members in a single overnight maintenance window

No manual building
of member migration
configs

Single NCA push decommissioning
members on old platform, then a second
push to deploy them on new switch

/

\

No issues with typos
Bulk move members
in TSI

~

J

~

reachability.

Engineers were able to focus on physically migrating the ports and validating member

~
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Alias CLI Commands

e Custom CLI commands implemented for common commands.

« Information presented in easily readable table formats.

«  Groups multiple metrics(Admin/Oper State, PortSpeed, MAC, Opftics).
* Instant post-migration port health checks.

{elian)
‘show syesten
chow systen

configuration cossion® »
coofiguration
show systen cootiguratian
nhie wystan contlguratian

‘info froo stave / cyctor oonfiguration cecsion {3
candidate” = “info froo state / eystex oonficuratlon candidate i | as table | filter fiolde type usarrape started”

checkpoint’ = “infa froo atate / systox oonficuration ahsakpoint {} l as tabln foiter fields naes oooment unornaxe arastec”

conit® = ‘info from state [ myntes configuration comedt {) | ax table | filbar fimice type namn xtabos commens umecnsss starctad noded”

x ®xub® = “iofo from wtate Sisterface {interfsce} acbinterface {xubictertace} |as tanle filtar finlds sduin-atats cpar-stats dascriptice type last-chazce®

x int® = "ipfo from gtate Sisterface (intecfece’) ex table |filter fielcs admin-utate opar-utaze description cper-dewn-ressan sttermet/posc-spesd ot t/h Sdcess lax
% interr® = "ipfo foow state Jlcsterface {interface) |23 zable [£ilter flelda adein-state cper-azate descriptice cpex-down-resson statlazica/in-srcor-packets azatistlics/ic-feu-erroc-pockets atatiscica/in-discarded
~pockets statlistica/out-discardec-packetsd Stotistics/cut-grror-pochats”

X xeve” = "ghow xeve |es table”

as table | filter fiolds type name oxolusive usernare started”

Arudgui-thn-los2# x in=
+ + s ¥

+ « * + 1
| Naoe | Adein-state | Uperestate Deseriptioe | Cpes-doda-resace | Ethernes port-spesd | Eihernet Muw-sac-address | Last-change |
| etherner~1/1 | enable | up DAYGLONG-LCOFESZ | | -1%G | ASIESIECH TR SAFT | 2026+42~17101151145.7352 (3 wonths ago) i
| ethernet-1/2 | enanie | up bogqona-~C1 6567 | 126 | ASIBSIECI TRISMFD | 2D26-¢2-17702:109;: 18,8852 (3 wonths »30) |
| ethernet-1/3 | snania | vp cowavenklinit-Co8700 i 186G | ARRSIRCITRISAFR | 2D28-C7-17T06:07: 241042 (1 months »30) |
| mshesnet-1/4 | wnanie | up poudgroup-C2eN1s | 106G AN WSTCITE S TP | 2028-C2~17712:04:50.0472 (1 soothx 230) |
| wshurnet-1/% | wnable | up olileukicelen-c28439 | it AW :ES:EC: TE:4D:00 | 2028-€2-197T02:40:29.5332 (3 soachas a3d) |
| ethernet-l/& enable | wp buzucfie-C2EEi4 | e Ad:ES:EC:TE: 0L | 2028-£2-L7102:08:02.2642 (2 soaths &90) |
| ethernetlry «nable | up Cozbezus~CIidTT | i AR ESEC: TB:5D:02 | 2026-02-17002:10:56.2442 (2 sonths 530) |
| ethernet~1'/& | emble | down ankrpbe-C25504 | lowerslayor-down pl4A) | AF1ES1EC: TBSB4C3 | 2026-04-05Y15:08:38,2442 (& month ago) I
Aredged-tio-lonid x xeve

W + - A e e e + + +*
| Haso | Channel-tndex Description | vendor rare Nuxber | o Iapac rower | slas |

| etkerest-1/1 | sarstone-chIsss | rrExoerIx r.1396.10 | focuaze-in -4.51 | =2.8% | 32.118 |
| ethercat-1/2 | 1 bogona-ClEs6T | rrexcerix P.1396.10 | Locmase-ix 4. 44 | =2.54 | 25,454 |
| ethersat-1/3% | 1 cemevenkl init-C2BT00 | rLEXCOTIX P.1396.10 | tocsase-zx -4.24 | =2.%¢ | si.882 |
| ethereat-174 | 1 padaroup-C24815 | rrexcerix P.1395.10 | tocoase-zz -4.08 | -2.5% | 29.852 |
| ethercat-1/5 | 1 oliloukirslen-C284%0 | rLEXOSTIX P.1396.10 | tocoass-1a -4.25 | -3.24 | 25.780 |
| etharcat-1/¢ | 1 Boratfic-C2E674 | rrExoeTIx P.I3PE.10 | tocoase-1& ~%.85 | -2.52 | 27.516 |
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Vendor Resiliency

LON1/2 diversity maintained to protect
against systemic bugs

« Different hardware platforms (7750 SR
platform on LONT1, 7720 IXR on platform
on LON2)

- Different OS (SR-OS on LONIT, SR- o V2 =
LinuXLONZ). ve | | :

« Different main release software
versions

« Upgrade schedule keeps
platforms on different
software(24.10.5 on LON2,
currently23.10.R2 | 3 on LONT, soon
to be upgraded to 25.10.x)



Building 1T+ readiness for Manchester

Manchester




LINX126
Manchester Refresh

« Vendor Selection: Finalising vendor review
based on the same framework used for LON2
refresh; selection imminent.

*  Proof of Concept (PoC): Vendor PoC targeted
for early Q3 to validate the preferred technical
solution.

« Parallel Build: Scheduled for Q4, incorporatfing
a soak period over the Christmas holiday to
ensure stability of new network.

- Migration Phase: Execution of members slated
for Q1 2027.




Operational Issues, planned maintenance
and route server updates

Operations and
Maintenance
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Incidents

LAN Incidents

Systems (including route-servers)
LONI

LON2

LINX Manchester
LINX Wales

LINX Scotland
LINX NoVA
Jeddah & Riyadh
ManxIX

Nairobi
Mombasa

Accra

O NN O N ODN — OO0 — N w o

Transmission PoPs (London)

Portal: https://portallinx.net/maintenance-and-outages
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Incidents & Problem Management

LON1
17 January 2026
Edge2-icm linecard failure

Linecard on edge2-tcm experienced a hardware failure with EChip-39 Sbus
communication errors, causing the MDA module to fail and all ports on that linecard to
go offline

The linecard automatically recovered after it rebooted itself at 19:41 UTC, and all
services were restored by 19:43 UTC.

Fixed in future software upgrades
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Incidents & Problem Management

LONT

29 January 2026

Erroring transceiver on core3-in2

members on core3-in2 may have seen brief packet loss

Issue was initially mitigated on the 29th when the port was taken out of the lag, followed
by both sides optics swaps before adding the previously erroring portback into the ISL. It
has remained stable.

20 February 2026
Core4-thw FPC2 Failure
Faulty FPC swapped from spares after reboot didn't resolve issue.
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Incidents & Problem
Management

NoVA
08 January 2026
Short Isolation QTS Ashburn

Experienced a very short site isolation (3
minutes) on this exchange as a result of
human error, remote hands rebooted the
wrong device while troubleshooting an
issue.
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Planned Maintenances

Continuing with route-server upgrades

T OpenBGPD Upgrades

BIRD2 Upgrades
* Including LINX Collectors

Nokia SR-OS upgrades on LON1

? All Nokia edges and cores
« Upgraded to 25.10.R2
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Route-Server Update

Planned upgrades currently in progress
OpenBGPd route-servers from version 8.8 to version 9.0.

[ LINX Wales ] [ LINX NoVA ]

BIRD route-servers from version 2.13.1 t0 2.17.2

[ LINX Wales ] LINX Collectors are in process of being upgraded

BIRD2 will have its last major release in Spring 2027
* Prepare for BIRD3 deployment

« Pending testing and stability

* Deploy in smaller network first.
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Route-Server Update

Some LONI route-servers are being renamed

( N\ ( )
rs3.lon1 > rs2.lon1

\_ J \ J

( N\ ( \
rs2.lon2 > rs1.lon2

\_ J \_ J

( N\ ( \
rs4.lon2 > rs2.lon2

\_ J \_ J

Work to complete this should not affect
peering.

Peering IP addresses not changing.




Security, Al and operational efficiencies

Internal Developments
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Internal Developments

Software Development
«  Order Management System
* Maintenance

Self Service

« Self-service -

140
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Apr-25 May-25 Jun- Jul-25 Aug-25 Sep-25 Oct-25 Nov-25 Dec Feb-26 Apr-26
mcloud c m cloud_c m multis mreseller_port
mmaps m multiservice_peering unit mcug W CUg_service mpvian

mpvan_seice m membershp msla
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Internal Developments

Security

« The security approach for LINX, CNI
and for many enterprises is changing
rapidly

« Al and Al generated exploits have
shifted the operating model for all of us

«  Much of our 2026 Technology
Roadmap focuses on integrated
security development
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Internal Developments
Security

4 N O N

Al benefits attackers

Defenders still rely on

« Vulnerability discovery
« Exploit chaining

« Reconnaissance

* Malware variation

« Social engineering

« Operational scaling

N 2N /

« Patch cycles

« Change windows

« Asset inventories

« Human validation

« Organisational coordination
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Internal Developments

Security

The emerging security model we are looking at focuses on

Assume compromise

~

J

Minimise blast radius

~

J

s

L

Detect rapidly

~

J

r

.

~

Recover fast

J

s

L

Contain automatically

~

J

r

.

~

Continuously validate frust

J

This means we are looking ta investment in areas like

ldentity centric security ] [ ero frust ] [Micro segmemaﬂon] [ Behavioral analyfics

~\

Continuous verification ] [ Short-lived credentials ] [ Immutable infrastructure

~\

J
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Internal Developments

Al Operations 0

Members ‘
LINX NOC
Partners ‘
Maintenances

Deskpro

Atlassian

Juniper TAC
Nokia TAC

Autom ation

Software




Thank you

@linx.neft

linkedin.com/company/linx/
facebook.com/LondoninternetExchange/
x.com/linx_network

youtube.com/user/LINXnetwork

UODEBN

|

INX


https://www.youtube.com/user/LINXnetwork
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